
Automatically detect security risks & respond quickly

While most news stories about hacking focus on malicious threats outside the enterprise, 

there is growing evidence that insiders pose equal or greater risks to your data. After all, 

people with credentials who work within your walls tend to have a good understanding of 

what information is available, what it’s worth and how it’s protected. This makes it difficult 

for enterprises like yours to protect against a variety of scenarios, such as a terminated 

employee transporting valuable data out the door or disgruntled employees looking to turn 

a profit—or just inflict damage—by sending files to your competitors. Mitigating these threats 

requires innovative new tools, like Code42 Security Center.

The power to detect unusual user behaviors and act quickly
To compete, you must provide employees with access to data and fully enable your 

mobile workers. With Code42 Security Center, you can empower your people while 

proactively protecting your data. Security Center is a powerful web app that allows you 

to create activity profiles for your users. If an anomaly in data trends is detected—such 

as exceptionally large downloads to removable media or cloud storage folders—Security 

Center sends an email alert. You then have the option of instantly and remotely locking the 

employee’s device via the Access Lock* feature.

You can quickly and easily change a user’s profile based on employment status and other 

critical considerations. If an employee is in the process of being terminated or leaving for 

a job outside your enterprise, you can change monitoring criteria. You can also define 

security thresholds and determine which events will trigger an email notification.

Security Center gives you the power to monitor and protect your data:

	 ⊲	 Create activity profiles to monitor users

	 ⊲	 Set thresholds to trigger email alerts

	 ⊲	 Focus on data exfiltration to removable media and cloud storage folders

	 ⊲	� View activity summaries for users who trigger alerts—pattern matching, file management and usage of 

cloud service or removable media

	 ⊲	 Remotely lock devices in the event of a security concern

	 ⊲	 Integrate data forensics and content inspection into your security processes
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Automatically detect security risks 
& respond quickly
Security Center provides a seamless 

security solution because the Code42 

multi-purpose agent silently and 

continuously protects your endpoint 

data. This means you have the ability 

to track file activity on endpoints and 

know the full history of data on a 

specific device. In a future update, you 

will gain the ability to monitor data as it 

progresses through an organization.

You also have the ability to instantly lock 

any device—and unlock it just as quickly 

in the event that there is no security 

concern. This is especially helpful when 

devices are recovered after being 

reported lost or stolen.

Value of an automated process
	 ⊲	� Traditional processes require human 

intervention—awareness that an employee  

has departed and taken data.

	 ⊲	� Security Center automates the process and 

conducts comprehensive discovery activities 

before the employee leaves the enterprise.

	 ⊲	� Backed-up devices—including employee’s 

personal devices in a BYOD workplace—can be 

locked until data is returned and/or devices are 

inspected.

	 ⊲	� Traditional discovery and recovery processes 

can take up to 60+ days. Security Center can 

drastically shorten this process. 

*Access Lock is available for Windows devices only at this time. 

C O N T I N U E D 
I N V E S T M E N T  I N  
N E W  C A P A B I L I T I E S
Security Center leverages the industry’s 

most advanced profiling, detection and 

remote locking technologies. Code42 is 

committed to investing in this powerful 

web app and is developing new 

machine learning capabilities to ensure 

our customers stay ahead of evolving 

data security threats.
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